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1. Introduction.

Store and Forward TelePathology is the practice of pathology at a distance, based on the transmission through telecommunication means of still or stationary images from pathology specimens for their corresponding interpretation and diagnosis.  Included in these transmissions is information about the patient, clinical history, identification numbers, laboratory data, statistics, etc.  When using unsecured Internet connections, remember to keep patient confidentiality; never send personal identification of a patient and always use code numbers.

In Store and Forward TelePathology, it is necessary that the person who selects and transmits the histological images at the sending center is a competent professional pathologist with basic knowledge in pathology informatics.  At the receiving center there is also a pathologist (telepathologist) who receives the electronic images and performs their interpretation and diagnosis, based on the images and clinical information supplied.  After this, the telepathologist sends a report back with the final result, also using telecommunication means.  Within the practice of telepathology, it is important to remember that this is not only limited to the area of medical diagnosis but also plays an important role in the areas of teaching and research.

The optimal time for a consultation using Store and Forward TelePathology should be within one hour.  This is when TV cameras or digital cameras are used for the capture of images.  In the case of images obtained with photographic slides (i.e. Kodachrome, Ektachrome, Fujichrome), followed by scanning, this time can be extended to no more than 3 hours (see section 2a below).  For practical purposes, it is important to consider that the time for a final result using Store and Forward TelePathology greatly depends on the availability of the telepathologist at the receiving center and on the complexity of the case.  This is why in order to set up an efficient telepathology service, it is necessary to organize a system in which there is always a telepathologist available around the clock, seven days a week.  For this, it is very helpful the use of special cellular phones or pagers with paging capabilities to alert the telepathologist when a message is received by e-mail.  Nevertheless, the time for a telepathology diagnosis is a significant revolution in the pathology field as compared with the conventional system of sending the pathology slides through regular mail.  These record times are the main reason why telepathology has a very promising future in pathology diagnosis.  In short, a fastest diagnosis insures an early initiation of specific therapy in the patient.

We envision that the desktop of most pathologists will soon include a microscope with a TV or digital camera permanently connected to a high speed Internet line.     Diagnosis made from a computer screen will be as common as those made directly under the microscope.  Pathologists from around the world will soon be able to consult with each other as if their offices were a few steps away.  With the advent and spreading of the new Internet II, which transmits images through fiber optics to speeds thousands of times faster than the conventional telephone lines, telepathology will have the opportunity to flourish and became available everywhere.  Yet, we should not wait for those days to come, with limited resources and some initiative it is possible to set up today an economic and efficient telepathology system. 

The usefulness of telepathology depends on the pathology practice established.  Small centers with solo pathologists, generally located in isolated rural areas, are the ones that will benefit the most.  A solo pathologist does not have the advantage of those who work in a group.  The later can just walk to their next-door colleagues with a glass slide and easily ask for a second opinion.  The solo pathologist usually has that feeling of insecurity that some of his/her diagnoses may be not accurate or wrong.  In our experience as rural pathologist, it is not rare the times that we wake up at the middle of the night wondering about the accuracy of the diagnosis we just gave the day before on a difficult case.   And if the case was sent for consultation by mail, the patient and we have to wait one, two or more days to confirm or change the diagnosis before treatment is started.   It is in these cases that telepathology can play an important role connecting solo pathologists with colleagues not only from his state or country but from around the world.   Once an image is transmitted via Internet, it does not matter how far it goes, it will take almost the same time to go to a computer’s colleague around the corner or to the other side of the world.

As a norm, it is advisable that all malignant pathology (with the exception of common malignant tumors of skin such as basal cell carcinomas) has to be reviewed by another pathologist for confirmation.  This is because most malignancies usually receive some sort of radical therapy, including surgery and/or chemotherapy, and the potential of hurting the patient and/or liability risks are very high.  This routine for second opinion consultations enhances the level of quality assurance in a pathology practice and guarantees a better patient care.  The Internet and telepathology can turn the risky solo pathology practice into a communitarian and safe practice.  By using telepathology, a solo rural pathologist can easily become a member of the largest group of pathologist never imagined.

Store and Forward TelePathology can easily be applied to all the areas of activity of a pathologist; these include: 

1. Anatomic Pathology:

Frozen Section Diagnosis

Gross Surgical Specimens

Biopsies

Fine Needle Aspirations

Cytology

Autopsies

2. Clinical Pathology:

Blood Bank

Cytogenetics

DNA Analysis

Hematology

Microbiology

Urine Analysis

Nowadays, the most accessible means of global communication is the Internet.  Through this means, electronic images can be transmitted via e-mail, file transfer protocols (FTP), web pages or using affordable patented telepathology software programs.  Figure 1 illustrates the different routes through which two different telepathology centers can connect via Internet for sending and receiving cases.  Based on this complexity, a telepathologist should always keep in mind that the information transmitted via Internet is of public domain and individuals with interest foreign to pathology practice can intercept it at any of those points and at any time.   Thus, the larger the number of points of contacts the higher the risk that sensitive information can be intercepted.

Figure 1.  The means for connecting via Internet the sending and receiving centers of telepathology may vary in direct relationship to the distance between those centers.   In general, the larger the number of points of contacts for retransmission of the signal, the higher the possibilities for interception of information by strangers, with the consequent loss of patient confidentiality.

As described above, Store and Forward TelePathology requires the participation of pathologists at both ends of the telecommunication loop.  This is necessary both for the process of selection of the images at the sending center as well as for their interpretation and diagnosis at the receiving center.   This is an important difference from Dynamic Telepathology in which there is requirement for the presence of a pathologist only at the receiving center.  This is possible by the use of tele-robotic microscope controls that allows the selection of images from the sending center.  In this case, the sending center only requires the presence of a histotechnologist and/or a pathology assistant to prepare the histological slide and place it in the microscope. 
Currently, dynamic telepathology has great limitations since both the sending and the receiving centers require having the same software, and most of the times the same hardware.  In addition, the price for the robotic microscopic equipment and additional computer setup fluctuate between $20,000 and more than $100,000 USD and are too expensive for small pathology practices.  These prices make that dynamic systems are affordable only by large hospital and/or academic institutions, which paradoxically do not have a high need for telepathology.  As an average, the actual cost of a high resolution TV or digital camera for telepathology purposes fluctuates between $5,000 and $10,000 USD.  However, some of these prices are significantly inflated due to the fact that medical suppliers of microscope equipment sell these products.  We have compared the performance of conventional TV and digital cameras used for domestic purposes, cameras used for building security systems and some of the so-called “scientific” cameras, and we found that they all have very similar image resolution.  The mayor difference is that the non-scientific cameras cost almost one third of the price.  Since the CD chips used by either domestic or “scientific” cameras are the same and made by the same manufacturer, it is not surprising that the quality of the images are almost the same.  Some cameras come with additional software to increase the image obtained by the hardware; however, we discourage the use of these cameras. 

For the pathologist just starting in the field of telepathology, we consider a bad financial investment to start by buying expensive equipment.  By the time that one gets familiar with their use that equipment is already obsolete, and more advanced and cheaper equipment is already out in the market.   Thus, it is advisable to start acquiring a basic Store and Forward TelePathology system and then budget an upgrade in two or three years after experience is gained.  According to statistics provided by the Armed Forces Institute of Pathology (AFIP) in Washington, DC, USA, more than 90% of the telepathology cases they receive are in the modality of Store and Forward TelePathology.

 2. Images Used in Store and Forward TelePathology.

The pathology images to be used in telepathology can be from gross specimens as well as microscopic specimens.  Images can be captured with conventional photographic cameras (Figures 2 and 3b), with high-resolution TV cameras (Figures 3a y 4) or with photographic digital cameras (Figure 5).  The images obtained with the first two types of cameras have to be transformed from their original nature (prints, photographic slides or analog TV images) into specific digital formats (i.e. TIF, JPEG, BMP).  This is required for the images to be stored and later transmitted by means of computers.  In contrast, images obtained with digital cameras are already captured in a computer (digital) language, which can be readily stored and transmitted via Internet without further transformation.

2a. Photographic Images.

Even though it may seem too basic, color pictures on paper or slide transparencies (i.e. Kodachrome, Ektachrome, Fujichrome), obtained with conventional photographic cameras can be effectively used in Store and Forward TelePathology.  Preferentially pictures from slides, which have a very high resolution as compared with TV cameras, can be converted into digital images using domestic scanners.  Flat surface scanners are able to digitize pictures from prints, which are reflected when hit by the scanning light.  Special scanners scan transparent photographic slides.  In either case, the real images are converted into electronic or digital images, which can be transferred directly into a computer to which they are connected (Figure 2).

Figure 2.  Simple illustration of the process used for the transformation of photographic images (prints or slides) into digital images.  A scanner connected to a computer achieves this.

In a previous publication, we demonstrated the excellent performance of a low cost (< $ 800 USD) Store and Forward TelePathology system that uses “high resolution” images.  The details of this work can be seen in the Articles Section of our web site at (http://www.telepathology.com/articles). Since conventional photographic images obtained with film are used as the gold standard to compare with images from TV and other digital cameras, then, why can’t we use photographic images in telepathology?  It is interesting to see how some pathologists invest thousands of dollars in a TV camera based system and the final quality of their images is significantly lower than that obtained with a cheap photographic camera that they already have on their microscope.

The system we use combines classic photography with digital scanning.  It uses the infrastructure already existing in most pathology laboratories for taking pictures with a microscope.  The only additional equipment is a domestic slide scanner and a computer with Internet access.  The obtained computer files are easily transmitted through the Internet as done with any other digital image.  This basic technology has the advantage that it can be used by institutions or laboratories with low budgets as those located in rural areas and in many Third World countries, where a reliable mail service is not available or safe for the delivery of the sensitive pathology material.  As an important demonstration of the performance of this system, we were able to process six pathology cases in approximately 3 hours.  The images were posted in a web page and an e-mail message was sent to hundreds of pathologists from around the world.  The answers to our cases started to come within the first hour after the e-mail message was sent.

In our study, we compared the performance of a color TV camera with 480 lines of resolution ($1,500 USD) adapted to an analog-digital converter Snappy (Snappy Video Snapshot de Play Inc., Rancho Cordova, CA) ($ 100 USD).  The captured images with this system were compared with those obtained with our classic photographic system.  The photographic system consisted of a SRL camera Nikon FA adapted to an Olympus BX-50 microscope.  The same microscope and histological specimens were used for both systems.  The slides were taken with conventional Ektachrome film and developed with process E-6 in less than two hours by a nearby photographic laboratory ($ 15.00 total cost of the processed film for 36 exposures).  The slides were then scanned with a Hewlett-Packard (HP) Photo Scanner PhotoSmart ($500) at a resolution of 1024x768 pixels.  The comparative studies of the digital images from the same microscopic field obtained with the TV camera and the photographic camera plus scanner (Figures 3a y 3b) show the striking difference in resolution between the two systems.  The best resolution was obtained with the film-based system with clear definition of cell and nuclear details, even when taken at low power.  The TV images appeared blurred and with lack of cellular detail.  The only advantage of using the more expensive TV based system was the saving of approximately two hours, which was used in the film system for the E-6 process of the color film.   

Figure 3.  Comparative images from the same microscopic field were taken from a case of breast ductal hyperplasia.   3a. Taken with a TV camera and digitized with the Snappy.  3b. Taken with a photographic camera Nikon FA (adapted to the microscope with a photographic tube with Nikon adapter), using Ektachrome 64 ASA Profesional film 135x24.  Slides were scanned with the Hewlett-Packard Photo Scanner PhotoSmart at a resolution of 1024x768 pixels.  Notice the best resolution and cellular detail in the picture from the right 3b.  Both pictures were taken using the same microscope Olympus BX-50 with plan-achromatic lenses.

Of particular advantage in our system was the capacity of the HP scanner to scan the whole specimen in the glass slide, directly and without the use of the microscope.  This allowed capturing images of the entire histological specimen, which were comparatively as good in detail as those obtained with a 2x objective.
2b. Television Images.

The images obtained with a TV camera are originally captured in an analog system, which reproduces a picture by means of horizontal lines sweeping at high speed in front of a TV monitor screen.  These images can be of different degrees of resolution depending on the number of horizontal lines used for their reproduction.   Images with a larger number of lines have a higher resolution as compared with those composed of a smaller number of lines.  TV images can be of 625 (conventional TV system), 750 (super VHS) or 1,200 (High Definition TV or HDTV) horizontal lines. 

TV cameras capture images using the old system of cathode tubes or the new technology of special microchips named CCD (Charged Coupled Device), both of which convert light into a proportional electrical current (analog).   There are two types of CCDs, those with linear configuration as the ones used in scanners and the CCDs with area configuration such as those used in video cameras and other TV cameras.  With the advent of the CCD microchip that has replaced the cathodic tube, TV cameras have experience a significant reduction in size.

The stimulus of light captured by the CCD is converted into an analog electrical impulse.  This impulse can be shown on a conventional TV screen but it cannot be stored in a computer.  First, this analog impulse has to be converted into a piece of digital information.  That is why TV cameras have to be connected to special grabbing cards adapted to the computer main board to be able to convert the analog signals into digital language.   These cards are also called analog-digital (A/D) converters or ADC (Figure 4).  Examples of ADCs are the Snappy, the WinTV card, the Miro cards, etc.

Figure 4.  Basic illustration to show the process of transformation of images obtained with a TV camera into digital images by means of an analog-digital adapter (ADA).

2c. Digital Images.

Images taken with digital cameras are also captured by CCD microchips but digital cameras are different from TV cameras because they already have incorporated an ADC in their hardware.  This allows them to transform within the same unit the analog impulses into digital information.  Moreover, they may store the captured images in an internal memory and allow them to work independently from the computer. This avoids the use of special video grabbing cards and allows these cameras to be connected directly to computers through the new Universal Serial Bus (USB) (Figure 5).  Connected in this way, digital cameras are like an external hard drive from which any file can be copied in any direction.  Digital cameras are very convenient for a pathologist since they can be easily taken to the operating room, the autopsy suite or to the microscope, without the need of an attached computer. 

Figure 5.  Basic Illustration to show the process of taking images with a digital camera and their transfer into a computer.

Images captured with a CCD are made up of “pixels”, which is the smallest point of light captured by a CCD.  This also corresponds to the smallest point that makes an image on a computer screen.  An image has a larger screen size, and a higher resolution, in direct relationship with the number of pixels.  CCDs in a digital camera that can capture more pixels have a higher resolution power; being resolution the capacity of a CCD to distinguish between two points of light.   CCDs are now being developed with a capacity of resolution higher than that of the gold standard of film.  In a digital camera, the pixels captured by a CCD are converted in impulses “on” or “off” named binary digital impulses (binary = system to count only with two symbols).  This binary system is the basic language of all personal computers and is represented by the numbers 0 (zero) and 1 (one) respectively.  Each one of these impulses is called a “bit”, a piece of information with an exact and repeatable value (code).  The group of 8 (eight) bits in the memory of a computer is called a "byte".

Each pixel has a digital value, and in images with 1-bit of color each pixel is either white or black.  In images with 8-bit of color each pixel has 8 bits (1 byte), corresponding to 256 colors or a scale of grays.   In images with 24-bit of color, each pixel has 24 bits (3 bytes) representing 16.7 millions of colors and where 1 byte (8 bits) is assigned to each one of the colors that make up a pixel: red, green and blue.  

The resolution of a digital image is in direct relationship with the amount of pixels per unit of longitude (pixels per inch or per millimeter).  The larger the number of pixels captured per image, the higher the resolution.  For the purposes of Store and Forward TelePathology, it is recommended an uncompressed image size of more than 1 mega pixel (1 MP = 1,048,576 bytes = 1 megabyte, MB).  The more used formats for storing digitized photographic images are the TIF, BMP and JPEG, since they allow a great variety of colors from the original image.  This variety of colors is close to the variety of colors able to capture by the human retina.   The GIF (CompuServe GIF) format can also store color images but it has a limited spectrum of colors and it is no recommended for photography purposes and much less for telepathology.  

Files of more than 1 MB stored in TIF or BMP formats can be significantly reduced in size down to 10-20% of their original size.  This is achieved by using special compression formats such as the JPEG (Joint Photographic Experts Group) format.  Compression formats use special algorithm systems in which portions of repetitive information are packed in special way within the digital file.  For example, and in a very simple illustration, if a portion of an image has several repeated codes such as the one below:

 010101111 010101111 010101111 010101111

The JPEG program interprets this string as 3x(010101111) with the consequent reduction of the size of the file.  When the file is opened with a graphics program, a special software connector or “plug in” allows opening the image by unfolding automatically the original information and showing the image in its original form.  However, compression formats can lose the resolution of an image depending on the degree of compression used.  The more compression, the smaller the file size but the more the lost of image resolution.  This is due to an oversimplification on the interpretation of the digital codes, especially those that have a similar sequence but are not identical.   For example, if part of an image code is represented by the string   0111 0111 0111 0110 and we want to store this information using high compression, the program will force to interpret this string as 3x(0111).  When this information is unfolded, the code at the end of that string (0110) will be lost and the repetitive color,  not present in the original image, will give the restored image less resolution.

Most of the programs for image optimization provide different options as for the degree of compression for the storing of images in a JPEG format.  These degrees of compression are graded according to the degree of resolution from 0 (zero) to 10 (ten), corresponding to 0 the lowest quality of resolution (more compression) and 10 to the highest degree of resolution (less compression).  In some less complex programs, the degree of resolution is divided in more simple grades such as “Low” (0 to 4), “medium” (5 to 7), "high” (8 to 9) and "maximum (10).

2d. Processing and Optimization of Images.

Several computer programs are designed to process any of the images as described above (see 2a, 2b and 2c).  The images stored in the hard drive or in the memory of the computer and packed in the different formats (TIF, JPG, BMP) can be improved or optimized in contrast, brightness, tone of color, sharpness, size, etc. by using special programs such as Adobe PhotoShop, PhotoSuite, Picture It, etc.

As an example, we will illustrate some simple steps that we commonly use for processing and optimization of pathology images using the program Adobe PhotoShop (Version 5.5) in a Windows 98 platform.  First, get familiar with the toolbar and identify the different options.

2d.1- Open the digital images contained in the specific files (preferably JPG, BMP or TIF) by a double click on the corresponding file icon, which automatically opens the program, or after opening the program by the following sequence of clicks: FILE ( OPEN, etc.

2d.2- After opening the image, start with an automatic adjustment using the following sequence of clicks:

IMAGE ( ADJUST ( AUTO LEVELS.

For general purposes, this is sufficient in most cases.  However, in some images with unusual colors (i.e. fluorescent microscopy), the program can get “confused” and the final colors of the image get completely altered and not good by this automatic adjustment.   To return to the original image follow the sequence of clicks:

EDIT ( UNDO AUTO LEVELS

2d.3- The next option to consider is as follows:

IMAGE ( ADJUST ( AUTO CONTRAST

If the image is not satisfactory, do as before to return to the original image and follow the sequence of clicks:

EDIT ( UNDO AUTO CONTRAST

2d.4- The next alternative is a little more complex and presented below:

IMAGE( ADJUST ( LEVELS

This will open a small window containing a histogram of the image.  At the right bottom side of the window there are three small dropper icons, the far right is for white-adjustment of the image.  Click on that icon, bring the dropper and click it on top of a portion of the image that should be white (Figure 6).   Most pathology images contain some white field, which many times are off-white, yellowish or bluish, depending on the light temperature (oK) present when the picture was taken.  Immediately, the program will use that point as the white reference and the rest of the image will be adjusted based on that white.  Several attempts can be made at different points of the image until a more realistic look of the image is obtained.  If a well-defined white area is not found or difficult to hit, enlarge the image by clicking:  VIEW ( ZOOM IN as many times as necessary.  To finish and accept the changes click OK or CANCEL to exit.

After this, the brightness of the image may be a little high.  By using the mouse, slide to the right the little black triangle found at the left of the histogram  (Figure 7) and modify the brightness to the desired point.  Click OK to accept the changes or CANCEL to exit

​
Figure 6. Illustration taken from a computer screen using the Adobe PhotoShop 5.5, which includes an image in the process of optimization (see 2d.4 for detailed explanation of process).  The white dropper icon is being placed on a portion of the image, which should be white.  Based on that white reference, the program adjusts the color, brightness and contrasts of the rest of the image, which are closer to real.

Figure 7.  Once the levels are adjusted, the brightness is adjusted by slicing to the right the black triangle located at the left base of the histogram.

2d.5- After doing either one of the process described above, further adjustment of the image can be achieved by more specific regulation of the brightness and contrast following the sequence of clicks described below:

IMAGE ( ADJUST ( BRIGHTNESS/CONTRAST

This will open a small window with control to regulate Brightness and Contrast.  Slice the triangles underneath either function until the desired image is obtained.

2d.6- Next is the control of Sharpness, which can be achieved by the following sequence of clicks:

FILTER ( SHARPEN ( UNSHARP MASK

This will open a small window, in which the recommended setting values are AMOUNT100%, RADIUS 1 to 4 pixels and THRESHOLD LEVEL 0.  Check in the “preview” box to be able to see the changes of the image with different values.

Another additional and/or alternative option for sharpening is as follows:

FILTER ( SHARPEN ( SHARPEN EDGES

2d.7- For the further adjustment of colors, these can be optimized manually by the following sequence of clicks:

IMAGE ( ADJUST ( CURVES

IMAGE ( ADJUST ( COLOR BALANCE

In either one of these options, the corresponding window will open, then makes the adjustments by sliding the corresponding controls until the desired effect is obtained.

2d.8-In regards to the size of the image, it is better to leave it in the original size to avoid loosing detail.  However, if a smaller size is required, for example to reduce the size of the file when low speed Internet access is present, the following sequence of clicks can be done:

Make a right click on the superior blue border of the image and click on IMAGE SIZE.  Or, click in the toolbar in IMAGE  ( IMAGE SIZE.  Typing the desired number of pixels for WIDTH and HEIGHT changes the size of the image.  These values are usually locked to each other if the filed CONSTRAIN PROPORTIONS is checked.  Thus, by changing either one of the sizes the other is automatically adjusted to keep the proportions of the image.  For telepathology purposes, do not reduce the image to a size smaller than 800x600 pixels.

2d.9- Finally, to save the optimized image, proceed as follows:

FILE  ( SAVE AS  (
When the “Save As” window is opened, choose the format in which the file has to be saved (prefer a JPG format) and choose the location to save it.  Give a final name to the file and click on SAVE.  If a JPG format is chosen, this will open another window with options for the quality desired after compression of the file. The recommended levels are Medium (5) and above.  The size of the file can be seen at the bottom of that window and the corresponding time to download if transmitted by Internet and by using different modem speeds.

If the image is going to be published in a web page, we recommend to save it with the following sequence of clicks:

FILE  ( SAVE FOR WEB  (
This will produce smaller files, more easy to download and optimized for web page display.

3. Transmissions of Images in Store and Forward TelePathology.

Once the digital images have been optimized and packed in the proper format and size, they are ready to be transmitted through the Internet.  This transmission can de done by using conventional e-mail programs, File Transfer Protocol (FTP), web pages or through special patented programs designed for telepathology. 

3a. Transmissions By e-Mail.

By using e-mail, image files can be transmitted as “attached” files in the same message that includes the information about the case.  For example, by using the program Outlook Express, which is supplied with all computers using Windows platform, the following sequence of clicks is used to attach files:

3a.1- Click on the button NEW MAIL and enter the corresponding information for the fields TO (e-mail address) and SUBJECT.  When sending messages to several individuals, you may want to keep all the addresses confidential when each one receives these messages.  In this case use the field BCC (blank carbon copy) to insert the e-mail addresses.  This allows delivering the message to all the addresses and when the message is received the addresses are not shown.   In the larger field write the content of the message describing the case and including all the information about the images such as staining used, magnification of the objective, details on previous optimization, etc.  All this technical information is required for a good telepathology consultation.  Try to avoid the inclusion of personal data about the patient to avoid breech of confidentiality.  Always use code numbers for identification. 

Once the text is complete, click on the button ATTACH or follow the sequence of clicks on the tool bar:

INSERT  ( FILE ATTACHMENT 

This will open a window to search for the location of the file.  Click on the image files to send and click ATTACH.  By simultaneously pressing on the CONTROL (Ctrl) key and clicking on different files, several files can be attached at once (Figure 8).

The final act is to get connected to the Internet and press the button SEND.  The speed for uploading the message depends on the type of modem used and the quality of the Internet connection.  For telepathology purposes, we recommend fast lines such as ISDN, DSL or dedicated lines T1, T2, T3 o T4.  Conventional telephone lines with a modem speed of at least 56 Kb per second can be used if no other service is available.

Figure 8.  Image obtained from a computer screen with the program Outlook Express.  Notice the new message in the background and on top the window to select the files to be attached.

3b. Transmissions By File Transfer Protocol (FTP)

The File Transfer Protocol (FTP) system allows the direct transfer of files from computer to computer without the use of e-mail messages. Usually the computer to transfer the files to is an Internet server.

Figure 9.  Image obtained from a computer screen with the program WS_FTP.   In the field of the left area are the files from the local personal computer.  In the field of the right are the files from the distant computer, in this case an Internet server.  Just highlighting the file or files to be transferred and clicking the arrow at the middle in the direction of the transfer do the transmission of files from one computer to the other.  This can be done either from the local computer to the server or vice versa.
3c. Transmissions By Web Pages.

The great advantage of the use of web pages in Store and Forward TelePathology is that hundreds of pathologists and at the same time can study one case.  One style is that a pathologist sends a case to a moderator or Webmaster and this posts the case in a web page.  The second is that the pathologist himself has access to a web page and he posts the case directly in a web page.

We at TelePathology Consultants, PC (TPCPC) have developed a web site at http://www.telepathology.com.  The work that we do in this site can serve as an example on how to operate a system of Store and Forward TelePathology by web pages. During the past four years, we at TPCPC have provided a great variety of Store and Forward TelePathology services connecting hundreds of pathologists from around the world.  In the Forum Case section at http://www.telepathology.com/cases/forum interesting pathology cases referred by pathologists from around the world have been posted for discussion.  As soon as we receive a case, a new web page is created with the case description, images and contact information for the pathologist submitting that case.  Then an e-mail message is sent to our telepathology list, which includes more than five hundred pathologists from around the world.  This message does not include the images; it just has the case description and the hyperlink to access the corresponding web page.  Usually the answers for the discussion are sent to the e-mail address of the pathologist referring the case. 

As an illustration of the usefulness and versatility of this system, we present a telepathology case submitted in the year 2000:

 http://www.telepathology.com/cases/forum/case5.htm.

TPCPC received this case by e-mail from a pathologist in Argentina containing the case description and images shown in that web page.   The basic question was whether or not this tumor biopsy from the sternum of a young man was malignant or not.  In this case, the pathologic images were presented together with CT scan images of the tumor.  A few hours after the case was posted, a reknown American pathologist specialized in bone and soft tissue tumors sent a message to Argentina with a diagnostic comment of chondrosarcoma.  After the this, the patient had a total resection of the sternum and further study of the tumor confirmed this diagnosis.  

3d. Transmissions By Telepathology Software Programs.
There are several programs that have been created to practice Store and Forward TelePathology.  Their basic purpose is to optimize images with very simple steps and to make case discussions more simple and interactive.  From all the programs we have tested, we consider appropriate to present the one developed by Second Opinion.  This is a very affordable and easy to use program that can allow interaction of pathologists on discussing a case.

3d1. Second Opinion Software.
Second Opinion(tm) is a family of telehealth applications that dramatically
improve the way information is shared within the medical community.  Both
the Standard and Professional versions allow medical practitioners to
capture high-resolution color or grayscale images, along with specialty
specific data, and send them over standard communication lines, a TCP/IP
Network, a T-120 data channel, or via email to a remote location for a
second opinion.  These applications run under Microsoft Windows® and both
feature integrated security measures, sophisticated annotation tools, and
fully customizable database plug-ins.  Second Opinion(tm) Standard was
developed to operate point-to-point over low bandwidth phone lines. Second
Opinion(tm) Professional is designed to do multi-point document management,
and it is a full automation server with a programmer's tool kit available
for custom solutions.  Both versions of this telehealth software are
versatile tools that make the capture, transmission, and storage of medical
images a practical reality (see Appendix I for more details on this software).
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APPENDIX I

Overview

Second Opinion Professional was created for facilities that want to capture images, media clips, text documents, custom database forms, as well as more complex information, into a patient folder. It features integrated security and sophisticated annotation tools. The database is designed to be shared by many users across multiple locations, including Wide Area Networks (WAN). It also supports integration with other products and custom forms written in most major programming languages. 

 

Functionality

The first step in the process is to digitize the images.  The 35mm film needs to be developed into slides or prints.  These pictures are then scanned into the patient's folder by using a flat bed scanner for the prints or a slide scanner for the slides.

If video and/or videotape is going to be used then a video capture card is required to capture the images.  The video source is plugged into the video capture card in the back of the computer.  This allows the video to play through the computer monitor and with a click of a button, video stills or motion clips can be captured and stored in the patient's folder.        

Second Opinion™ has three primary ways to transmit images and patient information to consulting sites.  The first way is direct communication site to site using a standard telephone line and standard modem.  The remote site calls the consulting site or vice versa to establish a connection.  Once this secure link is active, either site can send or receive.  Second Opinion™ assumes a person is at each end of the connection.  In this mode, real time interactive sessions can take place.  When the consulting site draws an annotation on the image to illustrate their point, the remote site sees it and can respond.  Also included in Second Opinion™ is an Unattended Mode.  This allows the transfer of information to either site when the workstation is unoccupied.  A point-to-point connection is established, information is exchanged, and notification is posted.  When the unattended site logs back in to the system, a list of all received information is listed.

The second way to transmit images and patient information is via email.  Second Opinion™ is not an email client.  This means that regular, personal and correspondence email does not go through the software.  Second Opinion™ links to whatever email client the user is already familiar with.  Any standard MAPI email client such as Outlook, Eudora and GroupWise works fine.  When sending as email, the program prompts the user on what to send.  Once the prompts have been answered, Second Opinion™ gathers up the information, secures it and then passes it to the resident email client for addressing and transmission.  When an email message arrives with a Second Opinion™ consult attached, all one has to do is double-click on the attachment and it is instantly processed into the Second Opinion™ application.  Once processed, the email can be deleted without loosing the information.  It is safely inside the system.

The third transport method is to use a mail carrier of some sort like US Mail, UPS, or FedEx.  The user simply exports a Second Opinion™ Group file from the application.  This SOG file contains all of the information required to insure that the right information always ends up in the right patient folder.  It contains the patient information, images, annotations, comments and any extended data that might be attached to the particular patient folder.  It can be copied to some type of disk and mailed or transported in some fashion to the consulting site.  The consulting site, just as in email, simply double-clicks the file and the information is instantly processed into Second Opinion™.

Security

Second Opinion™ was designed from the ground up to capture, store and transmit images and patient information for the child sexual abuse and adult sexual assault clinic markets.  Medical, legal, and chain of evidence methodologies make up the fabric of the application.  It starts when an image is captured.  If desired, an unalterable banner is stamped on the image that uniquely identifies that image.  If one is ever asked the question "How do you know that the image being looked at is that of the patient?", the image stamp provides the answer.  The images themselves are stored in an unalterable file format.  They are not stored as industry standard image files such as JPEG.  To protect the images even more, they are stored in computer-generated directories and are named with computer generated file names.  Simply put, one cannot go behind the scenes and look at the hard drive to find a particular patient or a particular image.  Since the image file format is proprietary, one cannot randomly open and inspect the images. 

During the transmission of the confidential information, assuming both sites are using Second Opinion™, all data going across a link is encrypted.  To prevent unwanted access from a remote user, Second Opinion™ is a push system.  This means the originating site must push the information to the requesting site.  No one can log in from a remote site and demand/download images.

To further protect the confidentiality of a patient there are two sending options.  First is the secured send option.  If this is checked during transmission or export, the images and patient information received by the consultant cannot be sent to another site.  Peer review is the second send option.  If this option is checked during transmission, all confidential information regarding the particular patient is masked from view.  The stamp on the image is grayed out and the folder name is changed to "anonymous".  Both options can be selected or not selected at the same time.

User access to the system is protected by passwords.  Each user is assigned rights.  These rights determine what each user can do while operating the program.  If a particular user does not have the right to export images, then the export command is unavailable.  

To monitor user access to the system, the Second Opinion™ Administrator program has five levels of audit tracking.  Each user can be assigned a different level from none to full access tracking.  An entry is created in the log for each patient and image that is reviewed.

The highest level of protection when sending confidential information is to have Second Opinion™ at both ends.  In the event that images need to be sent to a site that does not have Second Opinion™, simply export the images in an industry standard file format, such as JPEG, and either send them via email or regular mail.  Of course, once the images are exported out of Second Opinion™, all of the safe guards inherent in the software are no longer applicable.  The other option is to have the receiving site get a limited version of Second Opinion™.  This version allows sites to receive the images and patient information in a secured fashion.

